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Abstract. Electromagnetic Pulse (EMP) is an intense energy field that can instantly overload or disrupt 
numerous electrical circuits at a distance. Modern high technology microcircuits are especially sensitive to 
power surges, and the possible vulnerability of U.S. civilian computer systems to the effects of EMP has been 
discussed in the media. EMP can be produced on a large scale using a single nuclear explosion, and on a smaller, 
non-nuclear scale using a device with batteries or chemical explosives. Several nations, including reported 
sponsors of terrorism, may currently have a capability to use EMP as a weapon for cyber warfare or cyber 
terrorism, to disrupt computers, communications systems, or parts of the U.S. critical infrastructure. Policy 
issues raised by this threat include (1) what is the United States doing to protect civilian critical infrastructure 
systems against the threat of EMP, (2) does the level of vulnerability of U.S. civilian and military electronics to 
large-scale EMP attack encourage other nations to develop or acquire nuclear weapons, and (3) how likely are 
terrorist organizations to launch a smaller-scale EMP attack against the United States? 
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High Altitude Electromagnetic Pulse (HEMP) and High 
Power Microwave (HPM) Devices: Threat Assessments 

Summary 

Electromagnetic Pulse (EMP) is an instantaneous, intense energy field that can 
overload or disrupt at a distance numerous electrical systems and high technology 
microcircuits, which are especially sensitive to power surges. A large scale EMP 
effect can be produced by a single nuclear explosion detonated high in the 
atmosphere. This method is referred to as High- Altitude EMP (HEMP). A similar, 
smaller-scale EMP effect can be created using non-nuclear devices with powerful 
batteries or reactive chemicals. This method is called High Power Microwave 
(HPM). Several nations, including reported sponsors of terrorism, may currently 
have a capability to use EMP as a weapon for cyber warfare or cyber terrorism to 
disrupt communications and other parts of the U.S. critical infrastructure. Also, 
some equipment and weapons used by the U.S. military may be vulnerable to the 
effects of EMP. 

The threat of an EMP attack against the United States is hard to assess, but some 
observers indicate that it is growing along with worldwide access to newer 
technologies and the proliferation of nuclear weapons. In the past, the threat of 
mutually assured destruction provided a lasting deterrent against the exchange of 
multiple high-yield nuclear warheads. However, now even a single, low-yield 
nuclear explosion high above the United States, or over a battlefield, can produce a 
large-scale EMP effect that could result in a widespread loss of electronics, but no 
direct fatalities, and may not necessarily evoke a large nuclear retaliatory strike by 
the U.S. military. This, coupled with published articles discussing the vulnerability 
of U.S. critical infrastructure control systems, and some U.S. military battlefield 
systems to the effects of EMP, may create a new incentive for other countries to 
rapidly develop or acquire a nuclear capability. 

Policy issues raised by this threat include (1) what is the United States doing to 
protect civilian critical infrastructure systems against the threat of EMP, (2) could 
the U.S. military be affected if an EMP attack is directed against the U.S. civilian 
infrastructure, (3) are other nations now encouraged by U.S. vulnerabilities to 
develop or acquire nuclear weapons, and (4) how likely are terrorist organizations to 
launch a smaller-scale EMP attack against the United States? 

This report will be updated as events warrant. 
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High Altitude Electromagnetic Pulse (HEMP) 
and High Power Microwave (HPM) Devices: 
Threat Assessments 

Background 

A Commission to Assess the Threat from High Altitude Electromagnetic Pulse 
(EMP commission) was established by Congress in FY2001 after several experts 
expressed concern that the U.S. critical infrastructure and military were vulnerable 
to EMP attack. 1 On July 20, 2008, the Commission presented a report to the House 
Armed Services Committee (HASC) assessing the effects of an EMP attack on U.S. 
critical national infrastructures. The 2008 report contained analysis of results of tests 
for modem electronics and telecommunications equipment for public networks 
supported by the power grid and by temporary isolated power supplies, including cell 
phones, computer servers, and Internet routers and switches. The report also made 
recommendations for preparation, protection, and recovery of U.S. critical 
infrastructures from EMP attack. 

The Commission reported that the ubiquitous dependency of society on the 
electrical power system, coupled with the EMP’s particular damage mechanisms, 
creates the possibility of long-term, catastrophic consequences for national security. 
Comparison was made to hurricane Katrina in 2005, where the protracted power 
blackout exhausted the limited fuel supplies for emergency generators. However, in 
the case of an EMP attack, a widespread collapse of the electric power grid could 
lead to cascading effects on interdependent infrastructures, possibly lasting weeks or 
months. The Commission stated, “Should significant parts of the electrical power 
infrastructure be lost for any substantial period of time ... many people may 
ultimately die for lack of the basic elements necessary to sustain life in dense urban 
and suburban communities ... [and] the Federal Government does not today have 
sufficiently robust capabilities for reliably assessing and managing EMP threats.” 2 

At a prior hearing, on July 22, 2004, panel members from the EMP commission 
stated that as U.S. military weapons and control systems become more complex, and 
as portions of the military’s administrative communications systems continue to rely 
on the U.S. civilian infrastructure for support, they may be increasingly vulnerable 
to the effects of EMP. The consensus of the Commission in 2004 was that a large - 



1 Michael Sirak, “U.S. vulnerable to EMP Attack,” Jane’s Defence Weekly , July 26, 2004, 
[http://www.janes.com/defence/news/jdw/jdw040726_l_n.shtml]. 

2 Report of the Commission to Assess the Threat to the United States from Electromagnetic 
Pulse (EMP) Attack; Critical National Infrastructures, Apr 2008, pp.vi-viii, and p. 79. 
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scale, high-altitude EMP attack could possibly cause widespread damage to 
unprotected civilian and military electronic equipment for an extended period. 3 

However, the consensus of the EMP commission in 2008 was that the United 
States need not remain vulnerable to catastrophic consequences of an EMP attack, 
and that the nation’s vulnerability can be reasonably reduced by coordinated and 
focused effort between the private and public sectors. The Committee stated that the 
cost for improved security in the next three to five years would be modest, especially 
when compared with the costs associated with the war on terror and the value of the 
national infrastructures threatened. 4 

The EMP commission’s reports in both 2004 and 2008 focused only on the 
effects of High Altitude EMP (HEMP), and not necessarily the effects High Power 
Microwave (HPM) devices, which are non-nuclear Radio-Frequency (RF) weapons 
that can also produce damaging EMP, but with different characteristics and covering 
a smaller geographic area. Both types of EMP are discussed below. 

The widely published vulnerability of U.S. civilian and some military 
electronics to EMP, along with technical accessibility and lower cost, could make 
smaller-scale HPM weapons attractive in the future as weapons for terrorist groups. 
Also, some observers argue that unless the United States openly describes how it is 
taking action to reduce EMP vulnerabilities within critical infrastructures, perceived 
inaction will increase the likelihood that a rogue nation will seek to employ the 
asymmetric effects of HEMP against our computer systems. 

The EMP Commission 

The EMP commission was reestablished by P.L. 109-163, the National Defense 
Authorization Act for FY2006. The new Commission to Assess the Threat to the 
United States from Electromagnetic Pulse Attack (note that the new title no longer 
includes the phrase “High Altitude”, and adds the new word “Attack”) continues with 
the same membership, and the Secretary of Defense is authorized to appoint a new 
member in the event of a vacancy. 5 The EMP commission is tasked to monitor, 
investigate, and make recommendations about the vulnerability of electric-dependent 
systems of the Department of Defense, government agencies, and the private sector. 

On July 22, 2004, members of the EMP commission testified before the House 
Armed Services Committee and presented a report consisting of the following five 
volumes: 

Volume 1 is an unclassified Executive Summary. 

Volume 2 is a classified Threat Assessment. 

Volume 3 is an unclassified Assessment of the U.S. Critical Infrastructure. 



3 Daniel G. Dupont, “Panel Says Society At Great Risk From Electomagnetic Pulse Attack,” 
Inside the Pentagon , July 15, 2004, p. 1. 

4 William Graham, Testimony before the House Armed Services Committee, Jul 10, 2008. 

5 P.L. 109-163, Section 1052, reestablishes the EMP commission. 




